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Deliverable abstract

This document describes the control unit design necessary to build the integrated sys
water reusing and recyclingontrol unit design of the pilot plargroposed in the projec
involves the study ofseveral partghat are detailed in this documen®e have analyze
different hardware and communication architectures to select the most appropriated in tt
Two software platforms are presented, detailing in each layer its operatidrregardingto
functional specificationthis document descels thegeneralfunctionality and the inputs an
outputs necessari€sensor databasr the operation of the system

In section 1, an introduction to th&nctional descriptiorthrough the different moduleis
described. Nextthe document focusem the hardware architecturésection 2)and the
communication architectur¢section 3) Section 4 describes the software platforaser
interfaceand the communication protoc@edion 5 details the control unftinctionality and
sensor databaseinglly, a simmary is included in section 6.

List of acronyms and abbreviations:
PLC1 Programmable Logic Controller
M2M i Machine to Machine

SHA-27 Secure Hash Algorithm

AEST Advanced Encryption Standard
CUi Control Unit

ECT Electrical conductivity

Al'T Analog Input

DI i Digital Input

DO Digital Output

LifeDRAINUSE, DR2 July, 2016 Page2 of 23



=a=Life
=9=Drainuse

List of Contents

1. Overview of greenhouse MOAUIES...........ccooeiii i 5
2. Hardware arChiteCUre............ccoiiiiiiiii 5
3. Communication arChitECIUNE .........ccuvviiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeee e 9
4. Software platform and user iNterface ... 11
5. CoNtrol UNit......cooiiiiiiii 13
T o ] o 1] o] o - SR 23

LifeDRAINUSE, DR2 July, 2016 Page3 of 23



=a=Life
=_‘=Drainuse

List of Figures

Figure 1: Architecture of a Smart GreenhouUSEe. ...........ccooeeiiiiiiii e, 6
Figure 2: Internal Communication architecture with CanBUS..................cco e, 7
Figure 3: Internal Communication architecture using SWitCh ..., 7
Figure 4: Internal communication architecture using RF ..............ccooviiiiin i, 7
Figure 5: External communication arChiteCture ..............ccuvviiiii e, 8
Figure 6: Multilayer communication architeCture ... 10
Figure 7: M2M communication arChiteCture .............coooeeiiiiiei e 11
Figure 8: Cycle to prepare the nutritive SOIULION ..........ccooeeeiiiiiie e, 14
Figure 9: Main flowchart of the Control Unit. ...........cccooiiiiiiiiiiii e, 15
Figure 10: FIl owchart of prioasodur.e... ARrelpare nutr
Figure 11: FIl owchart of..pr.ocedur.e.nQuabity cont
Figure 12: FIl owchart of pr.ocedur.e.. nAdjldist EC of
Figure 13: FIl owchart of procedur.e. AChel@k nutri e
Figure 14: Steps of pr.ocedur.e. fExec.ut.el8mi xtur e

Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21:
Figure 22:
Figure 23:
Figur
Figur
Figure 26:

/O MIXIUFE CUDE T A oo 18
1/O Disinfection CUDE T B.......iiiiiiii e 19
/O PUrification CUDE .........ocuuiiei e 19
/O Drainage CUDE ........cuuiiiiii e e e 19
/O Fertilizer CUDE........ooviiei e 19
I/O WALET FESEIVOIN......eeviiiiiei e e e ee e e e e et e e e e e e e e e e e e e e e e aarraaas 19
/O Irrigation cube 1 ... 20
/O Irrigation Cube 2 ... 20

/O Irrigation CUDE 3 ... e 20
e 24: O0Aut omadt.a..l.b...op.er.at.i.an. ... 21
e 25: O0Aut omadt.a..2.06...0p.er.at.i.an........... 21

Interaction between automatas and user application.............cccccccevvvvvnnnen. 22

LifeDRAINUSE, DR2 July, 2016 Paged of 23



=a=Life
=9=Drainuse

1.0Overview of greenhouse modules

In general, some parameters are important to measure in a greenhouse. These can be group
together in some control modules as Figure 1 shows: irrigation module, climate module,
nutrition module and crop growth module. Each module dasndependent function and,
moreover, they interact to perform a smart control of the complete system. The nutrition
module is related directly with the crop growth module. This, in turn, depends on climate and
irrigation modules, and these last arealennected.

Figure 1: General control modules in a greenhouse

Theirrigation module manages the valves and pump to activate or deactivate the irrigation in
the crop. This module acts according to parameters fixed by the user and parameters measured
by climate and crop growth modules.

The climate modulemeasures the climate conditionsiole and outside of greenhouse with the
aim of controlling the system by means of, for example, opening or closing of windows and
activating or deactivating of refrigeration system.

Thecrop growth module is composed of sensors to monitor the state opldnets and this way
it can to make a tracking of growth. Depending on this growth, the rest of modules will adapt
each operation to optimize the performance of the system.

Finally, thenutrition module is responsible of preparing the composition of watet nutrients
dependent on real state of the plant.

This project is focused in water reuse, this way, although the hardware and communication
architectures are designed for a whole control system in the greenhouse, that involves all the
modules describe@bove and other additional ones, we focused the detailed Input/output
descriptions and control loops to the modules that use the water, that is, nutrition, purification
and disinfection modules.

2.Hardware architecture

For achieving this aim, Figure 2 shows general architecture that includes different
communication protocols, several controllers with different types of interfaces to connect
sensors and a software platform to final users.

The ideal architecture have to be flexible and scalable. The figxilpilthe inputs and outputs
ports have to be the maximal. The controllers that we will use in this project are based on one of
the latest generation of 32bit microcontrollers and have 16 ports that can be configured
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independently as digital inputanalog inputs (voltage controlled1@V or current controlled-4

20 mA), and also as analog outputsl@®/) or digital outputs (for relays). And moreover, each
master controller can manage 16 slaves. In this way, a controller can have up to 256 additional
inputs/outputs ports.
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|

Figure 1: Architecture of a Smart Greenhouse

The controllers have communication ports based on the most popular technologies. As you can
see inFigure 1, the controllers provide communication through multiple protocols that turn it
into a very versatile tool, able to communicate with a wide range of sensors, devices and
electronic systems.

Taking into accant the flexibility of the hardware architecture that we will use in Drainuse, and
depending on location of each module (inside the greenhouse or inside the irrigation hut), we
can suggest different options related with the internal hardware architeChaeollowing
topologies are possible:

a) In the first option, as you can seeRigure 2, there are a master controller with some
slaves distributed inside of the irrigation hut and greenhouse. The communication
between all is through CAN bus and the master controller will bponsible for
connecting (through Ethernet, WIFI or cellular) with an Intranet or Internet (cloud
software).
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Irrigation hut

MASTER

Slave 1 Slave 2

CanBUS

Figure 2: Internal Communication architecture with CanBUS

b) This option includdwo master controllers, one located inside of the irrigation hut and
another inside of the greenhouse (Bigire3). Both are able to communicateough a
switch to connect with Internet. The communication between master controller and
slaves is the same that in previous configuration, through CAN bus.

Irrigation hut

Switch

B

Ethernet
Wifi
Slave 1 Slave 2

e

Figure 3: Internal Communication architecture using Switch

c) As Figure 4 shows, the last option is composed of a master controller with slaves
connected through CAN bus inside of the irrigation hut, and several low power devices
(connected to sensors/actuators) distributed in greenhouse. These devices can connect
with the masgr controller using RF communication.

Irrigation hut

>

»

MASTER

Slave n Slave 1

E=--- —

RF

Figure 4: Internal communication architecture using RF
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On the other hand, the communication between master controllers and Internet will depend on
the possibilities in each situation (déigure5). Nevertheless, in both cases the system have to
include a cellular alarm system to warn immediately the user when any fault occurs.

a) An optionis to connect master controller with Internet through cab@SL or fiber
optic) and moreover connect to him3&/GPRS moduleoperating in GSM mode. In
this case, data are transmitted via ADSL/fiber and the alarm system would use:

1 Emails through cable ABL/fiber to send advices to users
1 And SMS and calls through cellular GSM.

In addition, if the ADSL/fiber connection fails, the master controller is able to commute
from GSM mode to GPRS mode and so to send the advices to the users. With this
topology thee is a redundant alarm system.

b) The second options is to use onBG/GPRS/GSM communication With this
configuration the master controller sends data through 3G/GPRS and commute to GSM
communication to send SMS or make calls.

Finally, we can add that thmntrol system proposed has the possibility of using and alternative
wireless communication called Sigfox. This very new standard is starting to be used for sensor
monitoring in remote places were 3G/GPRS coverage is low, and follow the Internet of Things
philosophy.

A)

MASTER
[

i@ |
biiih

3G/GPRS )

B) b Internet
MASTER

... [l

Software platform

~{

User Interface~

Figure 5: External communication architecture

The internal communication architecture in this project, due to the charge of inputs/outputs, a
hybrid architecture betwedtigure2 andFigure3 is the most suitable for this system. Section 4
details the quantitgf master controllers and slaves necessaries to connect all the sensors. About
the external communication architecture, ADSL communication will be used since the
greenhouse pilot have this option.
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3.Communication architecture

Related to communication alitdcture, we presents two different alternatives of architecture.
The more appropriated choice depends on requirements in each application. One alternative is
focused on using full controller functionality, with high computational performance (section
3.1) similar as a PLC (Programmable Logic Controller) but with IoT interfaces and adapted to
the greenhouse use case, and another possibility of architecture is more oriented to dataloggers,
where intelligence is in the cloud software instead of the contr¢dlection 3.2). Both
alternatives are based on IoT paradigm.

The architecture is divided in different layers, with some of them having persistence and/or
logging support. The main persistence unit is a database, wtocks both redime and
historic information, and acts as a communication channel between different layers.

According to
Figure6, there are the flowing horizontal layers:

1 Front-end. This is the interface used by external entities, such as users or other
enterprises.

1 Back-end. This includes drivers to communicate with the controllers, database and
moreover support to REST, MQTT and CoAP protoc®d (protocols). Baclend
communicates with Frorgnd using HTTP protocol.

1 Hardware layer. The controllers communicate with bagkd through Web Services.

Interface | REST

Description | This interface offers RESTless support to all the information offered as
public by the administrators. At the same time, it controls the access to
restricted data so that not all information has to be public.

Interface | MQTT

Description | For users who want to use a publish/subscribe system, MQTT is
available. In these cases, when users just want to be notified when data
changes, being subscribed to a topic is an easier and more lightweight
option than polling.

Interface | CoAP

Description | The main objective of the CoAP application protocol is to provide a
generic Web protocol for the special requirements of constrained
wireless nodes. CoAP is similar to HTTP but its goal is not to simply
compress HTTP but to realize a subset of REST operations optimized
for M2M interactions.
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At the same time, there are also a vertical common layer nisfaedgement This includes an
Editor to register and set up the different master and slave controllers. The configuration of
inputs and outputs of the controllers is done directly froen®raphic Editor of the Software
Platform, through dialog boxes and without programming the controllers. Furthermore, with this
editor and the different software intelligent modules we are able to carry out basic control
actions (based on inputs/outputatses, timers, events, etc.) and also the control of a complex
installation. Everything without writing any line of code.

2%

Front-end
Editor
Web Site 3_party
HTMLS Services/Platforms
= £ "
< / HTTP \
= o = y
2 REST MQTT CoAP
Z
s Database
Comm driver
Back-end
Web Services
| Controllers |

L [ e
......... TN
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Figure 6: Multilayer communication architecture

If the device only acts as a datalogger, an M2M (Machine to Machine) architecture is acceptable
(seeFigure 7). M2M allows any sensor or gateway to goanicate themselves with an loT
system and automatically responding to changes in its environment.
In this case, the architecture is divided only in two different layers:
1 Application layer. The datalogger can sending information directly to a proprietary
web service or to third party.
1 Hardware layer. The device is able to communicate using the standard protocols
MQTT, CoAP and REST.
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As we mentioned above, in this case the intelligence of the system is out of the hardware

(controllers), and the controllers are used as gateways to monitoring the different sensors (as a
datalogger) and acts over the actuators (engines, valves, etc).

2%

Web Site 3d-party
HTML5 Services/Platforms
Standar protocols MQTT, CoAP and REST
| Datalogger |

| Sensors |

R © N

Figure 7: M2M communication architecture

The last option, commented in previous paragraph, is oriented to big quantity of sensors and
controllers (big deployment as a Smart City use case), were the real control unit is in the cloud
and the controllers are gateways. Nevertheless, this optiossigsdbust for control loops and
critical systems where the control has to be guaranteed even in case of loss of communications.
This is the case of this project, where the greenhouse has to be a reliable system, always in
operation even without internebmmunication, the intelligence has to be in the hardware. For
this reason, the first option in communication architecture will be the implemented in this use
case.

4.Software platform and user interface

The software platform designed fdrig project is based on Weh0 (Web Site HTML5 in
Figure7) since the users, not only are able to visualize data in graphs or maps, but also they are
able to interact with the system through this software -@ipk¥ate or command, change
configuration parameters, etc).

Once the system is configured by user using the editor, the web graphical interface of the
platform manages all the devices installed, shows the alarms and possible incidents of the
system, and give us the possibility of visualizatithkiad of historic data.

The remote management and monitoring can be done through any computer or mobile device
(laptop, tablet, smartphone, etc.) with a commercial web browser thanks to the HTML5 web
technology.

As Figure 7 shows, the communication protocol used between #adkand the Web Site
HTMLS5 of front-end is based on REST standard protocol but the protocol implemented between
backend and th hardware layer is a proprietary protocol.

LifeDRAINUSE, DR2 July, 2016 Pagellof 23



=a=Life
=9=Drainuse

The proprietary protocol used is a UBBsed communication protocol that connects main
components of the system over an IP network. The protocol implemented includes a set of
messages which are used to flash thierocontroller code memory remotely. We have
developed an application which performs this task, which also allows specialists to update the
firmware of the devices by means of a local Ethernet connection or by Internet.

This protocol implements an apprbabased on symmetric cryptography to deal with these
questions. SHA (Secure Hash Algorithm) is used to calculate a hash of the packet payload and
the resultant value is encrypted, jointly with the heading, with AES (Advanced Encryption
Standard), by meanof a symmetric key shared among the entities of the system. The message
is completed with a CRC of the whole packet.

The SHA hash assures the integrity of the payload, and the AES encryption applies authenticity
to the information transmitted because gynchronization between the sender and the receiver
(included in the heading) is hidden. Confidentiality is not directly provided for the packet
payload because encryption is supposed to be included only in desired messages. Alarm
messages, on the othéand, can offer encryption by themselves. At the service level,
confidentially is offered by means of a secure HTTP access.

The use interface permits to the user to introduce initial data to configure the system, and
several options teisualize data on real time of the system state or data historic.

The menu bar includes the following options:

1) Data
U Insert data
0 Water analysis
U Fertilizer analysis
U Balance
U Drainage analysis
U List ofé
U Configuration of the system
2) Nutrition
U Fertilizer cubes
U New cube
0 Edit cube

U Delete cube

3) Alarms
U New alarm
U List of alarms

4) Irrigation
0 Irrigation cube
U New cube
U Edit cube
U Delete cube
U Irrigation scheduling

5) Data analysis
U Representation graph
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The first option of the menwData, allows to the user to introduce data analysfisvater,
fertilizers, balances or drainages. These data are used in the operation of the system. Moreover,
it include options to list, modify or delete the analyses, and other data of the configuration of the
system as per example the analyses selected.

The second optioM\utrition , includes the data for preparing the small cubes of the nutrition
unit in Figure8. The user has to select the fertilizers (principal and secondary) in each fertilizer
cube.

The next optionAlarm, provides the possibility of register alarms in to an input and generate
an action about an output. These events are notified to users through SMS, email or advice
message.

In the fourth optionirrigation , the user can insert data related with the irrigation of the system.
For the one hand, the configuration of the irrigatioibe, and for the other hand, the user can
specify the parameters of a scheduled irrigation.

Finally, in the Data Analysis option the user can visualize data in graph and export data in
Excel.

5.Control Unit

Once reviewed the general architecture, thisi@eds focused orControl Unit (CU). The
objective of the CU is manage the other units detailed in the project (nutrition unit, disinfection
unit and purification unit) tprepare the nutritive solution

Figure8 shows the cycle to prepare thetritive solution ofirrigation.

The nomenclature of the cubes is:

T Mi xture cube, n a mmid is Pe@onted UQ\degides the quarttity of e
each cube that is necessary to riitie nutrition unit is composed of fertilizer cubes and

Cube A.
i Disinfectedd r ai nage cube, named fACube BO.
M Purification cube, named fiCube Co.
M Drainage cube, named ACube DO.

In this first experiment one irrigation cube is included in the system. The additional two
irrigation cubes are used in a second experiment in 2017.
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Fertilizer Cubes

Irrigation B

Regulador
de
frecuencia

Mixture
Cube (A)

Drainage
Cube (D)

Purification
Cube (C)

Disinfected
Drainage
Cube (B)

Figure 8: Cycle to prepare the nutritive solution

The operation of this system is represented in the diagrafigafe 9. The final mixture of
water and nutrients will be dumped in cube A when thegs® finish, and then this will be
available to irrigate. To prepare the mixture in cube A, first it must check if thedésaricted
drainage in cube B.

On the one hand, if there are miiginfecteddrainage in cube Byewnutritive solution must be
prepared. For making this nutritive solution two parameters are necessdfig(sed0):

1 Quantity of litres to prepare.
1 The nutritive composition.

Then, it must check if there are these nutrients in all small cubes or fertilize tbebinal
prototype will include 6 fertilizer cubeslf there are not, a warning message is sent to the user
to notify it the composition afhe necessary nutrients. If there are enough nutrients in the small
cubes to prepare the mixture in cube A, it must calculate the quantity of each one of these.
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Figure 9: Main flowchart of the Control Unit.
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To calculate the litre of the fertilizer cubes for making mixture must consider the balance
concentration selected (desired concentration in mixture) by the user. Themgare the
nutrients that we want in the mixture (the balance concentration) with the nutrients of the
fertilizers in the small cubes.

Once the concentration of each fertilizer cube is calculated, this value is converteestio litr
With these data the egution of the mixture can be already performed.

Ononehand (as you can see kiigure9) if there are drainage in cube B, it must check if the
quantity isbigger or smaller than theecessarypne In both cases the solution has to pass a
quality control. When the control is ssffictory, if the quantity of litres required in cube A is
less than the quantity of litres available in cube B, it must pour the numbé@resohecessary

to cube A. Onthe other hand, if the quantity ofrkis required in cube A is biggéman the
quantty of litres available in cube B, the gquantity of litres remaining must be preg@redly,

the process continue with the executing of the mixture so the nutritive solution in mixture cube
is already ready to pass to one of the irrigation cubes to #pplyatering.

When the system can reudesinfecteddrainage is necessary to check two parameters: the
electronic conductivity (EC) and the nutrients of the disinfected drainage.

Firstly, as you can see Figure 11, it compare the EC of the disinfected drainage in cube B
with a maximum value fixed by the user. If the first is larger thansdéeond, then an
adjusmentof the EC is necessary. Otherwise, directly it check the nutrients of the disinfected
drainage in comparison with the balance selected by the user.

Quality
control

EC cuba B 2
EC_max

Adjust EC of No
drainage

Check nutrients
of cube B

Figure11: FIl owc har t Qudlityqomtrolc edur e 0

Several waters are mixed to adjust the EC of drainage. The main aim is maximize the use of
drainage, second is use reservoir water to make up the EC, and finally, use desionized water if it
iS necessary.

First, we calculate the quantity of drainage andeskrvoir water to get a mixture with a good

EC (case 1 irFigure12). If this value of EC is correct, we pass to check nutrients, but if the
calculated value of EC is larger than the fixed EC, then we calculate again using desionized
water too (case 2Finaly, the latest estimates are made with less drainage and more quantity of
desionized water.
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Figure 12: F1 owc har t Adjfst EC ofaraieaded r e A

The check of nutrients consists of comparing the concentratieaabf nutrient with the limits
fixed by the user. If the value of a nutrient is less than the fixed by the user, we calculate the
new concentration providing nutrients missing. However, if the value of a nutrient is bigger than

the fixed by the user, we callate the new concentration making a dilution of the excess
nutrients.

Figure 13: F 1l owc h ar t Cbdck nptrientcoé alheB& A
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